Elec 528 – Programming Exercise #4

Due: 2/24/2003 and 3/2/2003

Create Phase 5 of the forwarding code, which will implement an IP router.  This will be built on the code of Phase 4, as in some cases we will continue to forward packets at Layer 2.  Ethernet Source addresses are to be learned as before.

IP addresses will be looked up in a four-level hierarchical table.  The first level of this table is in SRAM, beginning at location 0x15000400.  Bits [31:24] of the IP address are multiplied by four and added to the base address, and the 32-bit value at that memory location is read.  The resulting value is in the following format:

	
	Bit Positions

	Word
	31
	
	24
	23
	17
	16
	15
	13
	7
	6
	5
	4
	3
	2
	1
	0

	0
	Pointer
	0
	0
	0
	0
	D


If the D(one) bit is a one, the Pointer field contains a Route Pointer which points to the Bucket for this address (see below).  If D is a zero, the Pointer field contains the base address of another structure.  Bits [23:16] of the IP address are multiplied by 4 and added to this base address, and another lookup is performed.  This read should use the LUR instruction and not a DMA read for performance.  This continues until all bits of the IP address have been used, at which point a Route Pointer will have been found.  If one has not been found, the program should hang in an infinite loop.

A Route Pointer addresses a 32-byte structure called a Bucket, in the format shown below:

	
	Bit Positions

	Word
	31
	
	24
	23
	17
	16
	15
	13
	7
	6
	5
	4
	3
	2
	1
	0

	0
	RESERVED

	1
	RESERVED

	2
	Zeroes
	MAC Address [47:32]

	3
	MAC Address [31:0]

	4
	Zeroes
	POM
	0
	0
	Channel

	5
	Packet Counter

	6
	Byte Counter Lower Word

	7
	Byte Counter Upper Word


POM and Channel - the output port for packets with this destination IP address.

MAC Address – the Destination Ethernet address to be used for this packet.

The counters are not used in this exercise.  

For each packet, the TTL must be decremented by 1, and the Checksum adjusted accordingly.  The Ethernet DA of the packet must be replaced by the MAC Address value from the bucket, and the Ethernet SA must be replaced by the appropriate Station Address.  The Ethernet CRC must be removed by decrementing the packet length by four bytes, and it must be regenerated by setting the USR1 bit in the Output Descriptor.  

Station Addresses

There will a table preloaded into DRAM memory, starting at offset 0x100 in the DRAM.  This will contain one 64-bit entry for each PIM/POM and Channel combination, in the following format.  The file StationAddr.tcl is sourced by main.tcl and initializes this table.  This file is created by PktGen from the Station Address.txt file.

	Bit
	63
	
	
	
	
	48
	47
	
	
	
	
	
	
	
	0

	Function
	RESERVED
	Station Address


The Station Address is the 48-bit Ethernet Address which corresponds to this port.

This forwarding function is due by noon on 2/24/2003.  The software should continue to correctly process all exercises from Phase 3.

Packet Classification

The second part of this exercise is to implement a sophisticated packet classification function.  Create Phase 6 for this part of the exercise.

Each packet is to be classified and handled based on the following criteria.  The tests are to be performed in this order.

1) If the packet is not an IP packet (Ethertype = 0x0800), forward it using the Ethernet Layer 2 algorithm from Phase 4.

2) If the packet has one of the following errors, discard it (and count, just as in Phase 4).  The errors are:

a. The IP packet length doesn’t match the packet length.

b. The IP packet length is less than the header length.

c. The received TTL field is 0 or 1.

d. The Header Length field is less than 5.

e. The IP version field is neither 4 nor 6.

f. The IP Source address is multicast or experimental, meaning it has 1’s in the upper three bits.

g. The Ethernet Source address is multicast or broadcast.

h. The IP Header Checksum is incorrect.

3) If the Ethernet Destination address does not match the Station Address of the input port, forward the packet at Layer 2.  

4) If the packet is IPv6 (the Version field is 6), discard it but count it in IPv6COUNT at address 0x100C.

5) If the packet has options, add the number of Option Word32s to the counter OPTCOUNT at address 0x101C.  Forward it using the IP Forwarding Table.

6) Otherwise, we have a normal IP packet.  Forward it using the IP Forwarding Table.

This classification function must be turned in by midnight on 3/2/2003 (Sunday).  The software should continue to correctly process all exercises from Phases 3 and 4.

Read Chapter 16 of the Design Manual carefully.

There is a new version of PktGen.exe in my Elec528/Phase5 directory, along with a new document.  This version can be configured to generate a variety of errors and packet types.  It also has the capability to generate the IP Forwarding Table from an 

IP Address.txt file, similar to the Ethernet Address.txt file.  As before, a Pkt000.tcl file and corresponding CheckSums.txt is supplied.  The project.asm file contains useful comments describing the IP Forwarding Table.

